
Cybersecurity Summit 2023



CYBERCRIMINALS 
are leading the
innovation race

Staying ahead of the evolving threat 
landscape is key to strengthening resilience 

to security risks.
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• Deepfake / voice cloning
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• Ransomware with AI powered targeting
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2023 trends

• Phishing: the main attackers’ weapon of choice

• 88% companies were harmed by a ransomware attack
• 99% of companies provide some form of cyber awareness training to their workforce
• 57% of respondents say they need more cybersecurity budget to protect their 

organization
• 66% have implemented or plan to implement measures to monitor and protect against 

email-borned attacks or data leaks in internal to internal emails

Source: Mimecast - The State of Email Security Report 2023

2023 Key findings in the Netherlands   



2023 trends

• Multi-channel phishing: Email security is not (good) enough 
anymore
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2023 trends

• Geopolitical Crisis: Exploiting the increasing global 
fragmentation



2023 trends

• Burnout in cybersecurity and beyond: Cybercriminals 
never had it easier

• Feeling overwhelmed by the never-ending stream of cyber 
threats and cyber security trends

• Feeling constantly on edge and anxious about potential attacks
• Losing interest in and enjoyment of work
• Becoming cynical or pessimistic about the prospects of 

preventing or deterring cyber attacks
• Feeling detached from colleagues and/or other members



2023 trends

• Burnout in cybersecurity and beyond: Cybercriminals 
never had it easier

Of companies had 
difficulties retaining 
qualified cybersecurity 
professionals in 2022
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2023 trends

• Ransomware-as-a-service: Online blackmail and extortion 
at the touch of a button
• 2022: highest average cost of data breaches (1)

• $4.35 million global average cost of a databreach
• Highest cost in the US, $9.44 million!

“It’s not just about 
stealing files; it’s about 
threatening to publish 
them”

(1) Source: IBM Cost of a Data Breach Report



2023 trends

• Multi-factor authentication failing: Not as safe as we 
thought



Some Facts and statistics

• 2022 had 25.227 vulnerabilities, avg +/- 69 per day
• > 4000 were critical
• 25% Growth

• Over 7,000 vulnerabilities were published in Q1 of 2023
• More than 16% of vulnerabilities have a critical score

• More than one in four companies are still vulnerable to 
WannaCry!!



5 Common Initial Attack Vectors

• Phishing
• Vulnerability Exploit
• Misconfigurations
• Compromised Credentials
• Supply Chain Vendors



























94%



How do we do it?



A SIEMless SOC

“SIEMs are 
now part of the 

problem”
Unable to identify meaningful trends, 

nor do they offer automated 
detection or response capabilities.



Analysts are 
drowning in 
noise

Your team plays catch 
up with detection rule-
writing

Data volumes and cost
are unmanageable, leading 
to poor security outcomes

Incident investigation 
and triage are too 
lengthy 
and cumbersome 

SIEM HAS 
BECOME OBSOLETE



Automated Threat Detection

Common use cases

Bespoke use cases
Without Access42 With Access42

20% 80%



Move Beyond SIEM



Move Beyond SIEM
• CyberTIM – Managed Security Services (SOC)

• Awareness
• Email security and triage
• Detection of vulnerabilities (IT, Cloud, (I)OT)
• Managed Detection and Response

• Endpoint Protection and EDR
• Network Detection and Response

• API Security
• Privileged Account Management
• AD Security
• Third Party Risk Management
• Automating detection, investigation and response



Automation across the SOC workflow
The Access42 & Hunters Architecture
From data through detection, investigation and into response

Data Lake

Ticketing | SOAR

Auto Enrichment

Detection Engineering
as a Service

API

DATA DETECTION INVESTIGATION RESPONSE

L1 L3

API

Other SIEM Coverage

L2

Auto Normalization + Parsing

Access 42
Manual Correlation & Investigations 

Threat Hunting
Custom Detections & Threat Intel

Recommended Remediation

Unlimited 
Data Ingest

Customer

Auto Correlation, Investigation

IOC Search, Threat Clustering

Full Attack Stories



24/7 eyes on the screen





Key Takeaways
• Strengthen the overall security culture by supporting employees
• Invest in education and training of tomorrow’s cybersecurity professionals
• Prevent harmful (multi-channel) messages such as emails from reaching end 

users
• Checking in on supplier performance and tracking changes in the relationship
• Get insight in your vulnerabilities: IT, OT, Apps, API's etc.
• Prioritize based on risk, including context.
• Protect endpoints with EDR, but also provide network visibility with NDR.
• Strengthen AD security, continuously audit permissions of accounts
• Automate your incident response - Move Beyond SIEM: Reduce Risk, 

Complexity, and Cost for the SOC
• Tabletop exercises



www.cybersecuritysummit.nl




