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Social Engineer

• Email 
• SMS / Text
• Social media 

Gain Access

• Dropper installs, or
• Exploit, or
• Victim clicks thru for install

Elevate Privilege

• Install payload or 
• Dropped apps, or
• Exploit vulns

Perform Espionage

Receive commands to:
• Send / exfiltrate private  

data, pictures, camera, audio

Mobile Kill Chain starts with a click



Lookout MPRA
Mobile Phishing Risk 
Assessment
Get real mobile phishing statistics
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What is MPRA ?

MPRA is a Mobile Phishing Risk Assessment platform used to demonstrate the need of 

protection against mobile phishing.

3 key business cases :

● Before an event: Send SMS messages to event attendees with an engaging scam 

content. Show analytics during the event reinforce a security-conscious mindset.

● Mobile Phishing awareness: Test customer/prospect employees by simulating mobile 

phishing via SMS. Evaluate their response and demonstrate the potential risks.

● Demo purpose: Send quick SMS during a demo using either your own phone number 

or your prospect's (always with their explicit consent).

MPRA can also be used with Lookout customers during cybersecurity-awareness campaign.



® Lookout, Inc.  |  Confidential and Proprietary 5

MPRA - Today's campaign statistics

5
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40% of all unique clicks (Devices) are running 

an outdated operating system that is 

vulnerable to remote exploits.
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You want to schedule your 
Mobile Phishing Risk 
Assessment?

Contact Ruth Lutterloch, Director GSI Alliances EMEA

ruth.lutterloch@lookout.com


