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Why the need for API Security?
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What do all these household brands have in common?

ü big companies
ü well-funded security programs
ü sophisticated AppSec teams
ü mature pipeline testing
ü WAFs and gateways

$4
00
M

A$
140
M

All suffered API breaches



5© 2023 Salt Security, Inc. All rights reserved.

Why all the bad headlines? The world has changed
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Single step, known vulns (SQLi, XSS), 
seconds to minutes – formulaic attacks

One and done

PAST

Multiple steps, business logic attacks, looks legit, 
days to weeks – custom attacks, based on recon

Low and slow

TODAY
Attack 
surface

Attacks

Few APIs, static, 
minimal shared data

1000s of APIs, dynamic, 
extensive shared data

Easy to detect, easy to test for Difficult to detect, difficult to test for
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A1: Broken Object Level Authorization

A2: Broken Authentication

A3: Broken Object Property Level Authorization

A4: Unrestricted Resource Consumption

A5: Broken Function Level Authorization

A6: Unrestricted Access to Sensitive Business Flows

A7: Server Side Request Forgery

A8: Security Misconfiguration

A9: Improper Inventory Management

A10: Unsafe Consumption of APIs

OWASP API Security Top 10 2023

https://owasp.org/www-project-api-security/
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Quiz: What is the most dangerous http response code?

200 OK
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Why WAFs and API gateways cannot protect APIs
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“ Protecting web APIs with general-purpose 
application security solutions  continues to be 
ineffective since each new API endpoint 
represents an  additional and potentially 
unique attack vector into your systems.

Signatures block known attacks
APIs all have unique logic

Today’s tools block transactions
Need to block the attacker

Limited context = false positives
Holistic view = high fidelity

“ ... a generic product [WAF] could never fully 
understand the intricacies of each custom web 
application. This approach is just not sufficient 
to properly protect critical applications …



How are we going to solve this?
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A gameplan for success in API security

Understand that 
it’s a strategy

Start right,   
not left

Start now,      
not later

• Quickly minimize risk without friction
• Produce more secure APIs, enrich the ecosystem

• Discovery + threat protection reduce risk now
• Pre-prod testing misses business logic gaps

• API sprawl, blind spots, data leaks are common 
• API-based ATO is too easy 

Today’s dynamic threats require adaptive intelligence
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Where to focus in API security

Why is shift left so limited?
• No immediate protection
• Misses business logic flaws
• Dependent on developers

Discovery
• Shadow APIs
• Sensitive data
• Automatic and 

continuous

Shift left
• Harden APIs

Risk 
reduction

low

high

minutes 6 months +

Threat 
protection
• ATO, credential 

stuffing, data 
exfiltration

• Low and slow
• Attackers vs. 

attacks

days
Time to value

level 
of 

effort

level 
of 

effort

level 
of 

effort
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Gartner on how companies need implement API security

“Advance Your 
Platform-as-a-
Service Security,”
Richard Bartley, 25 August 2021
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Why is cloud-scale big data needed to gain context?
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Billions of calls per month

Raw Traffic

domain
protocol
method
URI
URI parameter names
URI parameter count
URI parameter length
URI parameter datatype
request.headers
request.headers count
request.headers.names
request headers.names.datatype
request headers.names.length
request headers.names.classification
request headers names.value.datatype
request.headers.names.value.length
request.headers.names.value.classification
request.size
request.body.content-type
request.body.content-type.parameters
request.body.content-type.parameters.names
request.body.content-type.parameters.names.datatype
request.body.content-type.parameters.names.length
request.body.content-type.parameters.names.classification
request.body.content-
type.parameters.names.value.datatype
request.body.content-type.parameters.names.value.length
request.body.content-
type.parameters.names.value.classification
response.size
response.headers
response.headers count
response.headers.names
response.headers.names.datatype
response.headers.names.length
response.headers.names.classification
response.headers names.value.datatype
response.headers.names.value.length
response.headers.names.value.classification
response.body.content-type
response.body.content-type.parameters
response.body.content-type.parameters.names
response.body.content-type.parameters.names.datatype
response.body.content-type.parameters.names.length
response.body.content-
type.parameters.names.classification
response.body.content-
type.parameters.names.value.datatype
response.body.content-type.parameters.names.value.length
response.body.content-
type.parameters.names.value.classification
…

100s to 1000s per call

Structural Metadata

session correlation

user identification

API characteristics (internal/external)

authentication identification

static data determination

dynamic data determination

request header data relationships

request body data relationships

response header data relationships

response body data relationships

sensitive data relationships

call sequences

call frequency

user attributes

user past behavior

…

100s to 1000s per call

Behavioral Attributes

The only way to 

effectively 

discern user 

intent in near 

real-time with 

no alert fatigue 

(false positives) 

and no missed 

security events 

(false negatives)

AI Algorithms

seconds

minutes

hours

days

weeks

and beyond …

Analysis Windows



What do we need to do?

14



© 2023 Salt Security, Inc. All rights reserved.

Top use cases for API security
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Discover
shadow APIs

Prevent sensitive 
data exposure

Stop API
attacks

Prevent ATO,          
data exfiltration

Shift Left with 
proactive security

Accelerate incident 
response

Provide remediation 
insights

Simplify 
compliance



ML/AI - diverse, trained models

cloud-scale API data lake

bidirectional API metadata – requests and responses

100s of behavioral attributes

Salt – a unique architecture delivering adaptive intelligence

API Context Engine
(ACE) Architecture

ü trillions of calls analyzed
ü 100s of baselines, months of data
ü diverse models, 4+ years of training
ü real-time analysis
ü network effect across customers

Protect

write more secure APIs using production insights

Salt Security API Protection Platform

CDNs KubernetesAPI gatewaysload balancers

block attackers by 
discerning user intent

Discover
identify APIs and manage 
their posture

Fix
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Salt in action
• Not inline
• Automated, continuous
• Environment agnostic

1

2

3

• API discovery
• Data classification
• Baselining 100s of attributes
• Attack detection/prevention

Customer environment Salt Cloud

API
traffic

Mirror all 
API traffic

Block
manual

or automatic

Alerts, remediation tickets

Clients

SaaS, web, mobile, IoT

Salt Security
Hybrid/Edge

(optional)

Salt Security
Cloud Console

API metadata

Salt API Protection Platform

API collection options

Agentless

Agentless

cloud

microservices

load balancers, edge, servers

Azure API 
Management

API gateways

AWS API
Gateway

servers Traffic
Mirroring

AWS
ALB

Operations and management

SOAR
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How is Salt different from a typical WAF?

• Inline
• Programed with known-bad patterns
• Blocks known-bad transactions
• Provides basic blocking

• Out of band
• Learns normal API behavior
• Blocks attackers abusing API business logic
• Provides visibility, runtime protection, and proactive security

WAF

Salt API Security
Visibility Proactive SecurityRuntime Protection

Block attackers during recon

Baseline all API traffic and users

Block OWASP API Top 10 ++

Block OWASP Top 10 attacks

L3 blocking, Protocol, DDoS attacks

Block injections (XSS, SQLi, L/RCE)
Continuous sensitive data 

catalog

Sensitive data leak detection

Identify zombie and shadow APIs

Continuous API inventory

Leverage attackers as pen 
testers

Automated API vuln hunting

OAS analysis

API security posture insights
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Addressing the OWASP API Top 10 Threats
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API1:2019 – Broken Object Level Authorization

API2:2019 – Broken Authentication

API3:2019 – Excessive Data Exposure

API4:2019 – Lack of Resources and Rate Limiting

API5:2019 – Broken Function Level Authorization

API6:2019 – Mass Assignment

API7:2019 – Security Misconfiguration

API8:2019 – Injection

API9:2019 – Improper Assets Management

API10:2019 – Insufficient Logging and Monitoring

API Security Top 10 Threats WAFs API Gateways OAS Schema 
Validation

(signature based)

partial

manual, partial

(signature based)

partial

manual, partial

manual, partialmanual, partial

manual

On prem 
API Security

partial partial

partial

partial

partial

partial

partial
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Only Salt delivers the depth of protection you need
Weeks of data, 4 years+ of training models, real-time analysis, network effect

Better at 
discovery

Better at 
runtime

Better at 
shift left

• Intelligent parsing 
of APIs, endpoints

• More accurate 
data classification

• Stop more “in the 
wild” attacks

• Block attackers, 
not attacks

• Pre-prod tests 
tuned to your APIs

• Runtime insights 
for dev teams
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Salt Security defined 
and leads the API 
security category

“Salt Security has automatically 
blocked tens of 1000s of credential 
stuffing attacks. Without Salt, we’d 

be out of business.

Nir Valtman
VP product and data security



Thank you!

Questions?
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