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The one constant in security is MORE
Spiral of more

More Cloud Services

More Cloud Vulnerabilities

More Remote Users

More Lateral Movement

More Account Compromise

More Network Devices

More Evasive Attackers

More Attack Surface

More Attacker Exploits 

More Blind Spots 

More Alert Triage

More Analyst Workload
spiral of more
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The “we don’t knows” of hybrid threat detection and response

1 Vectra Research Study December 2022 | 2 (ISC)2 Research 2022 | 3 IBM Security Research 2022 | 4 Vectra sponsored research: Enterprise Strategy Group study The Evolving Role of NDR, October 2022 

More SOC unknowns

More Attack 
Surface

We don’t know where 
we are compromised

- right now

More Evasive 
Attacker Methods

Nobelium
Dark Halo Custom C2

Attackers Access Tooling

We don’t know how 
to keep pace with 
modern threats

More People &
Skills Needed

3.4M Cybersecurity 
workforce gap 2

7/10 Analysts are 
burnt out 3

45% Cloud-based 
breaches 3

We don’t know what 
threats are real –
what alerts matter
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Attack ProgressionInitial access Breach

Attackers 
evade

Attackers 
escalate

Attackers 
infiltrate

Attackers 
exploit

Attackers 
progress

Attackers 
Exfiltrate

The window to detectCompromise Breach

Finding attacker behaviors and progression is the key.

Attacks have an invariable pattern: the Cyber Kill Chain.
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TTPs / 
Methods

Tools

Network 
Artifacts

Domain

IP 

D
et

ec
tio

n 
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ur
ab

ili
ty

Transient

Persistent

Threat CoverageKnown Novel

Hash

Signatures

AI Models

Match known patterns
Inexpensive to develop
Label threats for attribution

Coverage of novel and 
known attacks
Much more difficult and 
expensive to evade

Detect Attacks over 
Encryption

AI Models

Signatures

Threat 
Intel

Match known IOC’s
Easily automated
Very inexpensive to develop

Threat Intel

Vectra: Methodology
Erase the Unknown



Attack Signal IntelligenceTM

Network Attack
Actual incident: Lazarus Group

Attack Progression

At
ta

ck
 Im

pa
ct

Employee 
targeted via 
LinkedIn

Bypassed 
web proxy 
with encrypted 
WhatsApp 

Malicious job 
description 
compromises 
corporate 
laptop

Pivot to 
datacenter 
via remote 
command 
service 
(ZTNA)

C2 installed 
for persistent 
access.

Vectra 
detects 
Hidden 
HTTPS 
tunnel 

Stolen admin 
credentials to 
move laterally to 
other servers

Vectra detects 
Privileged 
Access 
Anomaly

Admin 
credentials 
stolen from 
server.

Vectra 
detects Port 
Sweep

Recon to find 
research 
data.

Vectra 
detects File 
Share 
Enumeration

Attack prioritized

Initial access Breach

Prevention controls failed throughout - attack progresses

Secure Web Gateway  |  Email Security  |  AV  |  Firewall |  ZT Network Access  |  AV  |  IPS 

Attack stopped

Industry: Pharmaceutical
Customer: Global 500 
At Risk: COVID research

Impact Avoided:
Loss of patent, time to market 
advantage, revenue, brand 
reputation, and customer trust.

Prioritizes at the speed of the attacker - in minutes
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Attack Signal 
IntelligenceTM

Personal device to Corporate cloud attack 
Actual incident: Vectra MDR Analysts stop cloud attack originating from a personal device

Attack Progression

At
ta

ck
 Im

pa
ct

Attack prioritized

Initial access Breach

Industry: Retail
Customer: Undisclosed
At Risk: Compliance data, Intellectual 
property, corporate applications

Impact Avoided:
Mass exfiltration from corporate 
Microsoft 365 instance and federated 
SaaS applications

Attacker infects 
personal device

Attacker gains 
corporate 
credentials

Actor attempts to 
access corporate 
account

Azure AD MFA-
Failed Suspicious 
Sign-On

Actor accesses 
corporate mailbox 
via Basic 
Authentication.

Azure AD 
Suspicious 
Sign-On

Vectra MDR confirms 
no further actor access 

Customer 
disables the 
basic auth, 
contacts user, 
and requests 
after-action 
analysis

Attack stopped
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AI-driven signal clarity is our core
Prioritize threats in places EDR can’t and in ways legacy IDS and SIEM won’t.

Attack Coverage
across Hybrid and Multi-
cloud attack surfaces

Signal Clarity
with AI-driven 

Attack Signal IntelligenceTM

Intelligent Control
with AI-enabled 

Security Operations

Network Public Cloud

SaaSIdentity

AI-driven Detections that
Think like an attacker

AI-driven Triage that 
Knows what is malicious 

AI-driven Prioritization that
Focuses on what is urgent 

Integrated Investigations

Targeted Response

Shared-Responsibility MDR

Vectra Platform | Ecosystem | Services
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What makes Vectra Attack Signal IntelligenceTM unique?
Enable effective detection countermeasures to be developed

Diverse threats

Security 
R

esearch

Which can be detected with a 
durable set of AI countermeasures

Common methods (TTPs)
Slowly evolving set of underlying 

techniques used to progress attacks 
Actors

Nobelium

Dark Halo

Access

Custom C2

Tooling
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Prevent Detect – Prioritize – Investigate - Respond Stop

Improve detection instead of negotiating

Attackers 
evade

Attackers 
escalate

Attackers 
infiltrate

Attackers 
exploit

Attackers 
progress

Attackers 
exfiltrate

Compromise BreachGo from months to minutes

Lateral movement Lateral movement Lateral movement Lateral movement

Remove latency, improve SOC efficiency 

“Prevention is ideal, but Detection and Response is a must” - SANS
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24x7 Managed Detection and Response

Detect
AI zeroes in on attacker methods

Vectra: Threat Detection & Response For Hybrid & Multi-cloud
Sees in places EDR can’t go. Looks in ways legacy IDS and SIEM don’t

2G | 20G | 50G

Network EDRPublic Cloud

*

SaaS Identity

Prioritize
AI analyzes all detections to prioritize accounts and hosts using threat profiles 

Investigate
Rich context and data for fast resolution 

Workflow integration: ticketing, SIEM

Respond
Automated and manual response 
via existing enforcement points

Context
Response
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