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MIDNIGHT BLIZZARD
Aka APT29, Cozy Bear. NOBELIUM, The Dukes, Dark Halo, UNC2452...

Security > Russian hackers had months-long access to Denmark's central bank ‘

1. Russia's Foreign Intelligence Service S,

bank

By lonut llascu

> Most known for SolarWinds

2. Strategic targets ooy [

It was Russia wot did it: SolarWinds hack was

> Governments done by Kremlin's APT29 crew, say UK and US

63 And Positive Technologies has been slapped with American sanctions
A Gareth Corfield Thu 15 Apr 2021 15:49 UTC
> Technology and research |
¢ w f in (® Russia'sp=—""
USand || fer . cermvavord

compani

> Supply chain conduits

3. Highly Sophisticated
Microsoft breached by Russian APT behind

> H |g h O pseC SolarWinds attack

Several email accounts belonging to Microsoft senior leadership were accessed as
part of the breach, though Microsoft found 'no evidence' of customer environments

> Evolving attacker methods | e ] TR .

‘Midnight Blizzard' Breached HPE Email Months Before
Microsoft Hack

The Russian APT behind the SolarWinds attacks exfiltrated data from HPE email accounts last May.

> ldentity focused attacks

Jai Vijayan, Contributing Writer ® 4 Min Read

L‘ Related Content MANDIAN
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RECENTLY OBSERVED ACTIVITY OF MIDNIGHT BLIZZARD

1. Microsoft breached

> Detected on Jan 12th =. Microsoft

> Successfully exfiltrated data including source code data

2. HPE was
> Breached in Jan 2024

> Successfully exfiltrated emails and other data

®

https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://www.bnnbloomberg.ca/hpe-says-it-was-hacked-by-group-believed-to-be-midnight-blizzard-1.2026168
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KEY OBSERVATIONS ON MIDNIGHT BLIZZARD

No Odays, Malware or exploits
MFA still is not enforced in the majority of MAU (60%+)

No endpoint interactions - everything was API based over cloud

“The attack was not the result of a vulnerability in
Microsoft products or services.”

The attack was executed
using Microsoft products as
they are designed



DISSECTING MIDNIGHT
BLIZZARD TACTICS
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MICROSOFT VS MIDNIGHT BLIZZARD

Introduction & context on the real-world attack

> Microsoft communicated on Jan 19 about the breach

> Happened in late November 2023 =- Microsoft
> Detected on Jan 12th

> Detected by reviewing Exchange Web Services (EWS)
activity logs

> Exploiting exclusively M365/Entra ID (features)
> Further details communicated on Jan 25

> Attributed to Russian state-sponsored actor

Microsoft
Entra ID

Time to Detection = 1.5 months!

https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
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MIDNIGHT BLIZZARD’S RECENT IDENTITY-CENTRIC ATTACK PATH

Cloud Identity SaaS

A

Midnight Blizzard
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DISSECTING MIDNIGHT BLIZZARD (1/3)

Attack Anatomy
Password spraying with A new secret is created
enumerated users for the legacy test App.

TA authenticates to
the target tenant
as the app

Test account
compromised in
Entra ID

. Test tenant

. Target tenant
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Can | have a Suspicious Sign-on event for an
application authenticating itself using a non-

iInteractive sign-on; a certificate or secret?

Even then; the challenge will be the high alert volume (noise) as it
covers applications that authenticate programmatically as well
AND this behavior is not even covered by a single event...
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DISSECTING MIDNIGHT BLIZZARD (2/3)

Attack Anatomy
Password spraying with A new secret is created App elevates
enumerated users for the legacy test App. its privilege

TA authenticates to
the target tenant
as the app

Test account
compromised in
Entra ID

. Test tenant

. Target tenant
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ENTRA ID APPS

Basic concepts

Entra ID Tenant #1

1. Entra ID App registration (aka Oauth App)

> Global representation of the app across all tenants

2. Enterprise application object principle or service principle

> Local representation

. App Registration Enterprise Application
> Owned and fOrelgn p()/F-D\ppl?cattimtn) (Sefvice Prpirpl)cipal)
t |
3. App Role Reference to
_ _ Instance of
4. API Permission
> Delegated (on behalf of a user) ‘ e 1D Tonant #2
> App”cation (app |tse|f) . — /_ .................... -
- 58
I‘q;
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ASSIGNING NEW PERMISSIONS

A 2 steps process

Role/permission

B S consent
& & Evice Ma© & & Service Manged <<

naged
User Group principal  identity User Group principal  identity

Principal Principal Administrator
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CROSSING THE TRUSTED BOUDNARY
Access to TEST tenant was found. - A test app with high privileges was published to the PROD Tenant.

TEST tenant PROD tenant

Il Password spraying
with enumerated

users !
Published &
consented

User dccount

Administrator needs to
(manually) consent to
publish and possibly
grant higher privileges,
right???

}

Legacy test app

regis’cm’cion
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CONSENT PROCESS BYPASS

AppRoleAssignment.ReadWrite . All

MS Graph app roles

BYPASS Consent Process

Service
principal

- IR

Assign
Directory.ReadWrite.All
wo/ Consent

Service
principal

@ VECTRA

- Andy Robbins
@_waldo
Re: Midnight Blizzard breach of Microsoft, this bears repeating:

The AppRoleAssignment.ReadWrite.All MS Graph app role BYPASSES
the consent process. This is BY DESIGN. This app role is
EXTRAORDINARILY dangerous.

Read more in @sahilmalik's blog post:

| they are granted permissions by users/admins as part of the consent process. The list of ¢
irn more about permissions and consent

nin consent for sahilmalikgmail

Type Description Admin Consent Requil

Delegated  Sign in and read user profile

Yes

How to grant admin consent to an APl programmatically

From winsmarts.com
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CONSENT
A test app with high privileges was published to the PROD Tenant

TEST tenant

PROD tenant

User dccount

|

Legacy test app Published &

regis’cm’cion consented

MS Graph
AppRoleAssignment.ReadWrite. All
RoleManagement.ReadWrite.Directory
Application.ReadWrite.All
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DETECTING MIDNIGHT BLIZZARD (3/3)

Attack Anatomy
. ) t
Password spraying with A new secret is created App elevates Elevate user User consent sGeecIZg:?‘oer
enumerated users for the legacy test App. its privilege privilege? to new App malicious
app

| Authenticate
A authenticates t New user Create and access
authenticates to i
created new emails
Test accoyn ij ] the target tenant malicious
compromised in as the a
Entra ID PP App
. Test tenant |__ Assigns new
elevated
. Target tenant permission to the
new app (M365

VECTRA full access) —



CREATE NEW USER

In the TARGET tenant that would be used to consent the malicious app

TEST tenant

PROD tenant

User dccount

l consented

Legacy test dpp

regis’cm’cion

Create
&
elevate?

User dccount
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NEW MALICIOUS APP AND CONSENT

Newly created user consent the new malicious app

TEST tenant

User dccount

l consented

credte

Legacy test dpp

regis’cm’cion

consented

TA created App
regis’cm'tion

PROD tenant

=== Service Princiloal with
g privileged permissions

Q User dccount

Consent

== Service Principal for
B ¥ TA malicious App
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PRIVILEGE ESCALATION

Grant Office 365 Exchange Online: full_access as_app permission

TEST tenant PROD tenant

User dccount

l consented

Legacy test dpp

regis’cm’cion

Grant Role
full_access

_ds_dpp

User dccount

consented

TA created App

Service Principal for
registration

e ¥4 TA mallicious App
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IMPACT: M365 EMAILS

Access to All Email Inboxesl!!

1. Through TA created App that has high permission with Office 365 Exchange Online
access

TEST tenant PROD tenant

J )\ User dccount

consented

e Access
1@ Service Principal for ——>

b ¥ TA malicious App

TA created App
regis’cm'tion

full_access as_app
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PRIVILEGE ESCALATION

Grant Office 365 Exchange Online: full_access as_app permission

TEST tenant

User dccount

}

Create Legacy test app
app registration

TA created App
regis’cm'tion

PROD tenant

consented

=== Service Princiloal with

W lorivilegeo( permissions

J Create/elevate? Grant Role

full_access

_ds_dpp

User dccount Access

consented J Consent

Service Principal for
e ¥4 TA mallicious App

Access
ﬁ
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VECTRA

HOW DO WE DO IT
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VECTRA Al CAN DETECT AND STOP MIDNIGHT BLIZZARD ATTACKS

Coverage across the attack

Vectra Al
detects:

Vectra Al

detects:
Redundant
Access

Brute-Force

Password spraying with
enumerated users

Test account
compromised in Entra
ID

. Test tenant

. Target tenant

@ VECTRA

A new secret is created for
the legacy test App.

TA
authenticates to
the target tenant
as the app

Vectra Al

detects:
Privilege Operation Anomaly
Admin Account Creation
Redundant Access Creation

Elevate user

App elevates its privilege?

privilege

New user Create new
created malicious
App

Vectra detects
Privilege Operation Anomaly
Suspicious OAuth Application

User
consent to
new App

Vectra Al

detects
Redundant
Access

Generate
secret for
malicious

app

Authenticate
— . and access
emails

Assigns new
elevated permission
to the new app
(0365 full access)

Vectra detects
Privilege Operation Anomaly
Suspicious OAuth Application




HOW WE DO IT — VECTRAAI PLATFORM, MXDR, ECOSYSTEM

Coverage

Native Al-driven Signal
3rd Party Signal

Signatures

Monitor

Clarity

Think like attackers

Know malicious

Prioritize the urgent

MXDR Services

Engage

Ecosystem

Control

Hunt & Discover

Investigate

Respond

Mitigate




MIDNIGHT BLIZZARD APT29 WITH VECTRAAI

BYPASS PREVENTION, COMPROMISE IDENTITY, ELEVATE PRIVILEGES, FIND CROWN JEWELS,
GET ON THE NETWORK DO RECONNAISSANCE MOVE LATERALLY INFLICT DAMAGE

.
.
.
.
.
.
.
.
.
““
.
.
.
.
.
.
.
"

Generates secret N
for malicious app [
Assigns elevated |
permission to the
new app

Elevates user

privilege, create Vectra Detects:
App elevates its new malicious Redundant

o _ A
privilege, thw app Vectra Detects: ccess
user create

A new secret is

ATTACK IMPACT

Test account created for the Privilege Operation
s e compromised in legacy test App. Anomaly
— Entra ID Vectra Detects:

Suspicious OAuth

Vectra Detects: SR Application

Password spraying _ Operation
with enumerated Entra ID ised Vectra Detects: Anomaly
ompromise Privilege Operation
users ACCESS ge Lp Admin Account
Anomaly :
Vectra Detects: Vectra Detects: Creation

Brute Force Redundant Access | Suspicious OAuth
. Application

Redundant Access
Creation

ATTACK PROGRESSION

SOC team can stop at any stage
@ VECTRA CONFIDENTIAL



VECTRA Al AND MIDNIGHT BLIZZARD

Coverage Clarity Control
- Early-stage Identity tactics « Al Prioritization - Native Response
ITDR for Azure AD Prioritization based on Azure AD (via Azure AD)
known attack paths Disabl t
CDR for M365 (Think like an Attacker) 1Sable Geeotn

MFA re-prompt
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